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Who Makes the Rules in the IoT? 

Francine Berman 
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• What does government do? 

– Government “is a political system by which a country or region is managed 

or controlled. The government is in charge of creating and regulating laws, 

managing the economy and enforcing policies.“ [Reference.com, 

https://www.reference.com/government-politics/government-f228d84d469d2f4c]  

 

Realizing the vision of the IoT:   
Social rules and governance 

• Social rules help address: 

– What is appropriate and inappropriate 
behavior?  What happens as a consequence of 
inappropriate behavior? 

– What is the public good?  Whose responsibility 
is it to promote the public good? 

– Who defines and enforces community and 
individual rights?   

– Who adjudicates conflicts and how? 

Cyber  
 
      

Physical 
 
 

 
 

Biological 

IoT rules will need to encompass all 
entities in the IoT 
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IoT Technology Roadmap 

What is the IoT  Social Roadmap? 

• IoT will increasingly blend cyber systems, 
the physical / natural environment, and 
humans / biological systems. 

– Social rules will be needed that apply to all 
entities 

• Governance structures will include policy, 
regulation, community practice  

• Social structures need to evolve with 
technology but not limit innovation; the 
time for national-scale discussion and the 
initial development of social and 
governance structures for the IoT is now 

 

Francine Berman 

IoT Governance Structure will 
need to cover a lot of ground 

Graph (public domain):  en.wikipedia.org/wiki/Internet of Things#/media/File:Internet_of_Things.png 



What Would Governance Mean for the IoT? 

Adapting the World Governance Index (based on the UN Millennium Declaration),  

critical themes for governance span key areas.  In all instances, coordination of 

technical and social approaches needed 

WGI Theme IoT Areas Where Governance Structures Needed  

Peace and 
Security 

 IoT Security, Trust, Safety, Crime 

Democracy and 
Rule of Law 

 Legal framework for determining appropriate and inappropriate 
behavior 

Human Rights 
and 
Participation 

 IoT “Bill of Rights”? – Right to Privacy, Right to control 
information, Right to opt out, etc.  Framework for promoting 
“equality” and penalizing “discrimination” 

Sustainable 
development 

 Architectures, standards, policy, infrastructure, etc. to promote 
evolutionary and sustainable growth 

Human 
development 

 Digital ethics, use of technology to advance / actualize its 
participants and contribute to well-being 

Francine Berman 



Responsibility and Accountability 
in the IoT 

Increasing autonomy brings questions of 
responsibility, accountability, privacy: 

• Who is accountable when your self-driving car hits 
someone? 

• What policy / regulation / rights  are needed in a “car 
- net” environment where vehicles communicate with 
one another to make autonomous / group decisions? 

• How should autonomous systems decide between 
multiple bad options? 

 
 
 

Image from http://www.businessinsider.com/apple-
catastrophically-late-to-self-driving-car-game-2017-4 Eric 
Risberg; article from https://qz.com/798092/a-self-
driving-uber-car-went-the-wrong-way-on-a-one-way-
street-in-pittsburgh/  

Francine Berman 
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How should we effectively regulate autonomous 
systems to benefit individuals,  

organizations, and society? 

http://cyberlaw.stanford.edu/wiki/index.php/Automated_Driving:_Le
gislative_and_Regulatory_Action 

http://www.roboticstomorrow.com/news/2016/04/06/ieee-standards-
association-introduces-global-initiative-for-ethical-considerations-in-the-
design-of-autonomous-systems/7917/ 

States with bills about self-driving vehicles  

Francine Berman 



Openness and Privacy 

• Who should control / access information 
about you?   

• What are your rights to: 

– The data you generate?   
– The data that is generated about you? 
– Other people’s data? 

• Who should be able to view/use your 
data and data about you (and under 
what circumstances)? 

– Companies? Bots? The Government? 
– In an emergency? When a crime is 

suspected? Any time? 

• When should the public good be more 
important than individual privacy? 

 

Francine Berman 



Rights 

• What should your rights be in 

the IoT? 

– Right to be forgotten? 

– Right to privacy? 

– Right to delete your data?   

– Right to opt out? 

– Right to prevail over the 
behavior / intention of 
autonomous systems?  

• How would we enforce these 

rights in practice? 

http://phys.org/news/2016-11-forgotten-privacy-free-speech-collision.html;  
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Can you opt out of the IoT?   

Images from https://www.flickr.com/photos/manoftaste-de/9637127712; Google maps  
  

• More environments will use surveillance, 

monitoring, on-line access to operate, 

customize experience, keep us safe, drive 

efficiency / profitability, etc. 

– What happens when environments are 

monitored by default? 

– What happens when services, products 

are only available through the IoT? 

 

 

https://www.flickr.com/photos/manoftaste-de/9637127712
https://www.flickr.com/photos/manoftaste-de/9637127712
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Which Decisions Should be Made by Technology? 

• IoT autonomous systems will 
increasingly manage behavior in the 
background 

• Which decisions should be made by 
technology and when should there be 
a human in the loop? 

– Whose interests should systems 
represent? 

– Who is accountable for decisions made 
by autonomous systems? 

• How do we ensure that autonomous 
systems don’t limit our choices? 

Francine Berman 
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Who prevails -- humans or robots?    
Asimov’s Rules for Robots 

Over 50 years ago, Isaac Asimov introduced  
laws of robotics: 

0.   A robot may not harm humanity, or,  
by inaction, allow humanity to come to harm. 

1.  A robot may not injure a human being or,  
through inaction, allow a human being to come to harm. 

2.  A robot must obey the orders given it by human beings except where such 
orders would conflict with the First Law. 

3.  A robot must protect its own existence as long as such protection does not 
conflict with the First or Second Laws. 

When should human rights prevail over the rights of technological systems?  
How do we regulate / enforce this? 

Francine Berman 



Technology has no ethics:  It’s up to humans to develop 

systems and social structures needed to make the most from 
technology 

http://contractingbusiness.com/res
idential-hvac/email-still-best-social-

network-marketing-tool 



IoT Ethics 

• How do we design technology to 
make  / support  ethical choices?  
Do we need artificial ethics 
technologies to complement 
artificial intelligence? 

– Whose ethics should they be? 

• What policies / regulation / 
governance structures are needed 
to promote the ethical use of 
technology in the IoT?   

• How do we define the “common 
good” in highly heterogeneous 
environments? 

 

 

Francine Berman 

Articles:  http://www.techrepublic.com/article/algorithms-can-be-racist-why-cxos-
should-understand-the-assumptions-behind-predictive-analytics/ , 
http://standards.ieee.org/news/2016/ieee_autonomous_systems.html  
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IoT governance should grow 
with IoT technical capabilities 

• Need for increasing focus on IoT 
social principles, socially-
conscious technical design, 
experimental prototypes, policy 
options  

• Need for cultivation of deep 
partnership between public and 
private sectors to evolve 
effective architectures and IoT 
system implementations that 
support individual rights and the 
public good 

Francine Berman 



“Future Work”:  Is the IoT  
a new kind of social system? 

• IoT  “community” of devices, humans, 
systems, organizations, groups, hybrids 

– What is the ethnography of the IoT? 

– Who are its “citizens”?  What are their 
“rights”?  What happens if your toaster 
can vote? 

– What should its ethical code be?  What 
is the “common good”? 

– How will the IoT impact  the planet?  
Can we design the IoT to promote 
global sustainability? 



Social and technical development of the IoT  
must go hand-in-hand  

to achieve the vision of the IoT 

Francine Berman 

Thank you! 


