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Internet of Things Vision: Empower People Through
Technology and Technology Through Intelligence
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BY PRESTON GRALLA

It' time to regulate baby monitors

Who Makes the Rules in the loT? ek
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The internet was designed to withstand a nuclear attack. But its creators
never imagined that baby monitors, toasters and smart TVs could bring it
to its knees. We need to make sure that the devices that make up the

internet of things can't be used in the kind of attack that almost broke the
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Articles: https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highwayhttp://www.computerworld.com/article/3137472/internet-of-things/it-s-time-to-
regulate-baby-monitors.html; https://www.usatoday.com/story/news/nation/2017/07/11/voice-activated-call-hails-911-during-violent-domestic-

dispute/467199001/
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Realizing the vision of the loT:
Social rules and governance

e Social rules help address:

— What is appropriate and inappropriate
behavior? What happens as a consequence of

) . ' Cyber Physical
inappropriate behavior?

— What is the public good? Whose responsibility
is it to promote the public good?

— Who defines and enforces community and Biological
individual rights?

— Who adjudicates conflicts and how? loT rules will need to encompass all

entities in the loT
* What does government do?

— Government “is a political system by which a country or region is managed
or controlled. The government is in charge of creating and regulating laws,

managing the economy and enforcing policies.” [Reference.com,
https://www.reference.com/government-politics/government-f228d84d469d2f4c]
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loT Governance Structure will loT Technology Roadmap
need to cover a lot of ground What is the IoT Social Roadmap?

- . TECHNOLOGY ROADNAP. THE INTERNET OF THINGS
loT will increasingly blend cyber systems,

Software agents and
the physical / natural environment, and adarod s
. . fechnology Reach LLLLLAY LS fuin
humans / biological systems. emERnALY
. . available spectrum
— Social rules will be needed that apply to all Tekeperaionand
ey telepresence: Ability to
entities monior and conol
Abifty of devices located O Physical-World
i . . indoars to receive Web
Governance structures will include policy, s L e——
regU|atiOn , Community praCtice ?o;tﬁrue@cﬁoFlgaﬂing o B Ubiguitous Positioning
v?avle o?g;;;cgti:nsw Surveilance, secuy,
. . | healthcare, transport,
Social structures need to evolve with ey | SR tomen
e management Vertical-Market Applications
. ey . . . logistics
technology but not limit innovation; the
. . . . RFID tags for
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e . inventorying, and loss
initial development of social and peventon Supply-Chi el

governance structures for the loT is now

2000 2010 20 Time

Source: SRI Consulting Business Intelligence

Graph (public domain): en.wikipedia.org/wiki/Internet of Things#t/media/File:Internet_of_Things.png m )
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What Would Governance Mean for the loT?

Adapting the World Governance Index (based on the UN Millennium Declaration),

critical themes for governance span key areas. In all instances, coordination of

technical and social approaches needed

WGI Theme

Peace and
Security

Democracy and
Rule of Law

Human Rights
and
Participation

Sustainable
development

Human
development

9

9

loT Areas Where Governance Structures Needed

loT Security, Trust, Safety, Crime

Legal framework for determining appropriate and inappropriate
behavior

loT “Bill of Rights”? — Right to Privacy, Right to control
information, Right to opt out, etc. Framework for promoting
“equality” and penalizing “discrimination”

Architectures, standards, policy, infrastructure, etc. to promote
evolutionary and sustainable growth

Digital ethics, use of technology to advance / actualize its
participants and contribute to well-being
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Responsibility and Accountability
tn the loT

Increasing autonomy brings questions of
responsibility, accountability, privacy:

* Who is accountable when your self-driving car hits
someone?

* What policy / regulation / rights are needed in a “car
- net” environment where vehicles communicate with
one another to make autonomous / group decisions?

* How should autonomous systems decide between
multiple bad options?

Image from http://www.businessinsider.com/apple-
catastrophically-late-to-self-driving-car-game-2017-4 Eric
Risberg; article from https://qz.com/798092/a-self-
driving-uber-car-went-the-wrong-way-on-a-one-way-
street-in-pittsburgh/

DONOTENTER

QUARTZ

Uber's self-driving cars are already getting into
scrapes on the streets of Pittsburgh

By Alison Griswold
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How should we effectively regulate autonomous
systems to benefit individuals,
organizations, and society?

States with bills about self-driving vehicles Ty -
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http://cyberlaw.stanford.edu/wiki/index.php/Automated_Drivir
gislative_and_Regulatory_Action

Source: FAA, The Verge Drone Project, 2015

http://www.roboticstomorrow.com/news/2016/04/06/ieee-standards-

association-introduces-global-initiative-for-ethical-considerations-in-the-
design-of-autonomous-systems/7917/ @ 9
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Openness and Privacy

Who should control / access information
about you?

What are your rights to:

— The data you generate?
— The data that is generated about you?
— Other people’s data?

Who should be able to view/use your
data and data about you (and under
what circumstances)?

— Companies? Bots? The Government?
— Inan emergency? When a crime is
suspected? Any time?

When should the public good be more
important than individual privacy?

Francine Berman
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ARE HACKERS SPYING ON YOUR BABY?
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Rights

— Right to be forgotten?
— Right to privacy?

— Right to delete your data?

— Right to opt out?

- nght to preva II over the Hgywngtlt toggforgotten puts privacy and free speech on a collision course
behavior / intention of
autonomous systems?

e How would we enforce these
rights in practice?

http://phys.org/news/2016-11-forgotten-privacy-free-speech-collision.html;

UNITED STATES
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Can you opt out of the loT?

* More environments will use surveillance,
monitoring, on-line access to operate,
customize experience, keep us safe, drive
efficiency / profitability, etc.

— What happens when environments are
monitored by default?

— What happens when services, products
are only available through the loT?

Images from https://www.flickr.com/photos/manoftaste-de/9637127712; Google maps
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Which Decistons Should be Made by Technology?

loT autonomous systems will
increasingly manage behavior in the
background

Which decisions should be made by
technology and when should there be
a human in the loop?

— Whose interests should systems
represent?

— Who is accountable for decisions made
by autonomous systems?

How do we ensure that autonomous
systems don’t limit our choices?

Francine Berman

When fridges attack: the new ethics of
the Internet of Things

The following post is an edited version of the presidential lecture of the
\iaﬂ*emaucai Sdences Section of the British Science Association, given by Peter
McOwan at the 2014 British Science Festival

rapte P

Around 1914 the first practical domestic refrizerator was invented, Early in 2014,
just one hundred years later, came the first instance of this home help
misbehaving online, The fridze, one of numerous modern smart devices

inga and i ion, was hacked and started sending

https://www.theguardian.com/science/alexs-
adventures-in-numberland/2014/sep/08/when-
fridges-attack-the-new-ethics-of-the-internet-of-

- @>

RCH DATA ALLIANCE
I.INITED STATES



https://www.theguardian.com/science/alexs-adventures-in-numberland/2014/sep/08/when-fridges-attack-the-new-ethics-of-the-internet-of-things
https://www.theguardian.com/science/alexs-adventures-in-numberland/2014/sep/08/when-fridges-attack-the-new-ethics-of-the-internet-of-things
https://www.theguardian.com/science/alexs-adventures-in-numberland/2014/sep/08/when-fridges-attack-the-new-ethics-of-the-internet-of-things
https://www.theguardian.com/science/alexs-adventures-in-numberland/2014/sep/08/when-fridges-attack-the-new-ethics-of-the-internet-of-things
https://www.theguardian.com/science/alexs-adventures-in-numberland/2014/sep/08/when-fridges-attack-the-new-ethics-of-the-internet-of-things
https://www.theguardian.com/science/alexs-adventures-in-numberland/2014/sep/08/when-fridges-attack-the-new-ethics-of-the-internet-of-things
https://www.theguardian.com/science/alexs-adventures-in-numberland/2014/sep/08/when-fridges-attack-the-new-ethics-of-the-internet-of-things
https://www.theguardian.com/science/alexs-adventures-in-numberland/2014/sep/08/when-fridges-attack-the-new-ethics-of-the-internet-of-things
https://www.theguardian.com/science/alexs-adventures-in-numberland/2014/sep/08/when-fridges-attack-the-new-ethics-of-the-internet-of-things
https://www.theguardian.com/science/alexs-adventures-in-numberland/2014/sep/08/when-fridges-attack-the-new-ethics-of-the-internet-of-things
https://www.theguardian.com/science/alexs-adventures-in-numberland/2014/sep/08/when-fridges-attack-the-new-ethics-of-the-internet-of-things
https://www.theguardian.com/science/alexs-adventures-in-numberland/2014/sep/08/when-fridges-attack-the-new-ethics-of-the-internet-of-things
https://www.theguardian.com/science/alexs-adventures-in-numberland/2014/sep/08/when-fridges-attack-the-new-ethics-of-the-internet-of-things
https://www.theguardian.com/science/alexs-adventures-in-numberland/2014/sep/08/when-fridges-attack-the-new-ethics-of-the-internet-of-things
https://www.theguardian.com/science/alexs-adventures-in-numberland/2014/sep/08/when-fridges-attack-the-new-ethics-of-the-internet-of-things
https://www.theguardian.com/science/alexs-adventures-in-numberland/2014/sep/08/when-fridges-attack-the-new-ethics-of-the-internet-of-things
https://www.theguardian.com/science/alexs-adventures-in-numberland/2014/sep/08/when-fridges-attack-the-new-ethics-of-the-internet-of-things
https://www.theguardian.com/science/alexs-adventures-in-numberland/2014/sep/08/when-fridges-attack-the-new-ethics-of-the-internet-of-things
https://www.theguardian.com/science/alexs-adventures-in-numberland/2014/sep/08/when-fridges-attack-the-new-ethics-of-the-internet-of-things
https://www.theguardian.com/science/alexs-adventures-in-numberland/2014/sep/08/when-fridges-attack-the-new-ethics-of-the-internet-of-things
https://www.theguardian.com/science/alexs-adventures-in-numberland/2014/sep/08/when-fridges-attack-the-new-ethics-of-the-internet-of-things
https://www.theguardian.com/science/alexs-adventures-in-numberland/2014/sep/08/when-fridges-attack-the-new-ethics-of-the-internet-of-things
https://www.theguardian.com/science/alexs-adventures-in-numberland/2014/sep/08/when-fridges-attack-the-new-ethics-of-the-internet-of-things
https://www.theguardian.com/science/alexs-adventures-in-numberland/2014/sep/08/when-fridges-attack-the-new-ethics-of-the-internet-of-things
https://www.theguardian.com/science/alexs-adventures-in-numberland/2014/sep/08/when-fridges-attack-the-new-ethics-of-the-internet-of-things
https://www.theguardian.com/science/alexs-adventures-in-numberland/2014/sep/08/when-fridges-attack-the-new-ethics-of-the-internet-of-things
https://www.theguardian.com/science/alexs-adventures-in-numberland/2014/sep/08/when-fridges-attack-the-new-ethics-of-the-internet-of-things
https://www.theguardian.com/science/alexs-adventures-in-numberland/2014/sep/08/when-fridges-attack-the-new-ethics-of-the-internet-of-things

Asimov'’s Rules for Robots

Over 50 years ago, Isaac Asimov introduced
laws of robotics:

0. Arobot may not harm humanity, or,
by inaction, allow humanity to come to harm.

1. A robot may not injure a human being or,
through inaction, allow a human being to come to harm.

2. A robot must obey the orders given it by human beings except where such
orders would conflict with the First Law.

3. Arobot must protect its own existence as long as such protection does not
conflict with the First or Second Laws.

When should human rights prevail over the rights of technological systems?
How do we regulate / enforce this?

RDAEE
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Technology has no ethics: It's up to humans to develop
systems and social structures needed to make the most from
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Email: Still the Best Social Network Marketing Tool

by Joe Dysart
S, [T ER o comens o
+ The "open rate’ for email is good. On average, 17.6 percent of emails are now being opened by
recipients

While many businesses are guilty of chasing the latest digital marketing craze, good old
eemail marketing is still the killer app to beat when it comes to retumn-on-investment for
businesses.
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loT Ethics

How do we design technology to
make / support ethical choices?
Do we need artificial ethics
technologies to complement
artificial intelligence?

— Whose ethics should they be?

What policies / regulation /
governance structures are needed
to promote the ethical use of
technology in the loT?

How do we define the “common
good” in highly heterogeneous
environments?

=
Algorithms can be racist: Why CXOs should understand the
assumptions behind predictive analytics

With predictive models making decision yout hiring, pricing, and even policing, here's how IT leaders car

Is Your Website Working...

ROBOTICS Online Robotics Trade Magazine
TOMORROW Industrial Automation, Robots and

Unmanned Vehicles

Home | Industrial Robotics | Personal & Service Robots | Factory Automation | Uni

Robotic
AT;ABFSM End-Effectors F

IEEE Standards Association Introduces Global Initiative for Ethical
Considerations in the Design of Autonomous Systems

Visit hitp://www.ieee.org for further information

Articles: http://www.techrepublic.com/article/algorithms-can-be-racist-why-cxos-

should-understand-the-assumptions-behind-predictive-analytics/,

http://standards.ieee.org/news/2016/ieee autonomous systems.html m )

Francine Berman
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loT governance should grow

with loT technical capabilities

Need for increasing focus on loT
social principles, socially-
conscious technical design,
experimental prototypes, policy
options

Need for cultivation of deep
partnership between public and
private sectors to evolve
effective architectures and loT
system implementations that
support individual rights and the
public good

Francine Berman
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The loT Event for Global City Leaders

The 2017 Smart Cities Connect Conference & Expo brings {
Cities and their respective leadership to prospect and partng
technology and senvice providers; linking progressive cities |
solutions and best practices.
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Policies for the Internet of Things
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“Future Work"”: Is the loT
a new kind of social system?

* |oT =2 “community” of devices, humans,
systems, organizations, groups, hybrids

— What is the ethnography of the loT?

— Who are its “citizens”? What are their
“rights”? What happens if your toaster
can vote?

— What should its ethical code be? What
is the “common good”?

— How will the loT impact the planet?
Can we design the loT to promote
global sustainability?
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Social and technical development of the loT
must go hand-in-hand
to achieve the vision of the loT

Thank youl!
@ >
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